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SECTION 1: GENERAL INFORMATION 

1.1. BACKROUND INFORMATION. 

a. FOIA, United States Code (USC), Title 5, Section 552 and Public Law (PL) 93-579), are
the laws that establish the publics' right to request records from federal government agencies. A 
FOIA request may be filed by any person, including any member of the public (U.S. or foreign 
citizen/entity), an organization, or a business, but not including a Federal Agency or a fugitive 
from the law. 

b. The FOIA provides that any person has a right, enforceable in court, to obtain access to 
federal agency records, except to the extent that they are protected from disclosure by law. 

c. The FOIA promotes public trust by encouraging that the maximum amount of information
be made available to the public regarding the operation and activities of the government. 

d. The Privacy Act of 1974, codified in Section 552a of Title 5 USC, establishes a code of
fair information practices that governs the collection, maintenance, use, and dissemination of 
information about individuals that is maintained in systems of records by federal agencies. A 
system of records is a group of records under the control of an agency from which information is 
retrieved by the name of the individual or by some identifier assigned to the individual. 

e. The DoD FOIA Program is governed by Part 286 of Title 32, Code of Federal
Regulations (CFR) with the rules for Privacy Act protections being established in Part 310 of 32 
CFR. These rules apply to all records in Privacy Act systems ofrecords (SORs) maintained by 
the DoD and describe the procedures by which individuals may request access to records about 
themselves, request amendment or correction of those records, and request an accounting of 
disclosures of those records by the DoD to other entities outside the DoD. DoD adherence to 
Part 310 of 32 CFR for processing all Privacy Act requests for access to records under the FOIA, 
codified in Section 552 of Title 5 USC, provides individuals the protections of both statutes. 

1.2. POLICY. 

a. DoD Directive (DoDD) 5400.07 establishes policy and assigns responsibilities for the
DoD FOIA Program in accordance with (IA W) the FOIA. 

b. DoD Manual (DoDM) 5400.07 implements the DoD FOIA Program pursuant to this
directive, supplements Part 286 of 32 CFR and incorporates amendments to Section 552 of Title 
5 USC, the Open, Public, Electronic, and Necessary (OPEN) Government Act of2007 (Public 
Law 110-175) and the FOIA Improvement Act of 2016 (Public Law 114-185). 

c. Due to its size and complexity, the DoD FOIA Program is decentralized, and DoD
Components operate their own FOIA offices. USCYBERCOM established its FOIA requester 
service center in July 2018. The USCYBERCOM FOIA Program is codified in this instruction. 
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g. Confers with legal counsel, the DoD, or DoJ attorneys if the command is served with a 
complaint concerning a FOIA request. 

h. Creates and conducts training for USCYBERCOM personnel on FOIA policies,
procedures, and responsibilities. Creates and distributes training and reference material for 
USCYBERCOM personnel. 

i. Represents the USCYBERCOM at both interagency and intra-agency meetings covering
information management programs. Functions as the command spokesperson in intra-agency 
coordination meetings or symposia concerning government implementation of the FOIA. 

j. Evaluates and determines customer needs for USCYBERCOM FOIA internal websites
and the public FOIA reading room and makes necessary updates. 

k. Submits quarterly, annual, and special FOIA reports to the DoD Office of the Assistant to 
the Secretary of Defense for Privacy, Civil Liberties and Transparency (OATSD(PCLT)). 

1. Maintains Classification Advisory Officer certifications IA W USCCI 5900.04. 

2.4. FOIA CASE MANAGER (FCM). 

a. Processes FOIA requests IA W the FOIA, DoDD 5400.07, DoDM 5400.07, and Title 32, 
CFR, Part 286, DoD FOIA Program. 

b. Manages the USCYBERCOM FOIA requester service center.

c. Tasks the USCYBERCOM directorates through the Workflow Management System 
(WMS) to search for and/or review records that are responsive to FOIA requests. 

( 1) Provides ample processing instructions.

(2) Conducts an initial review of records to confirm responsiveness to the criteria of the 
request. 

d. Incorporates the recommendations of subject matter experts (SMEs) and ensures 
compliance with the FOIA when reviewing and redacting responsive records. 

e. Coordinates, consults, or refers records to other DoD Components or federal agencies
when responsive records contain information regarding these organizations. 

f. Enters and tracks data in a formal control system to enable the FPM to complete reports
for OATSD(PCLT) described in section 2.3.k. 

g. Maintains awareness of OATSD(PCL T) FOIA litigation coordination process and 
Department Level Interest topics. 

h. Reviews and considers current FOIA decisions disseminated by the DOJ Office of
Information Policy (OIP) and OA TSD(PCLT). 
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SECTION 4: NON-FOIA REQUESTS 

4.1. MANDATORY DECLASSIFICATION REVIEW (MDR) REQUESTS. 

a. Members of the public may request a declassification review of records classified under
the provisions of EO 13526, or predecessor orders. Declassification requests in full or in part 
must be approved by a declassification authority. 

b. The FCM will refer to DoDM 5230.30, DoD Mandatory Declassification Review
Program, and Part 222 of Title 32 CFR for MDR processing procedures. The MDR process is 
similar to the FOIA process. 

(1) When the FPO receives an MDR request, it coordinates a "FOIA-like review" of the
requested record with the personnel outlined in Section 2 of this instruction. 

(2) The FCM clearly marks any portions to be redacted, citing the appropriate exemptions
from section 1.4 and 6.2 ofEO 13526. 

(a) EO 13526, section 3.5(c), states that agencies shall release the requested
information unless withholding is otherwise authorized and warranted under applicable law. 

(b) EO 13526, section 6.2(d), states that nothing in this order limits the protection
afforded any information by other provisions oflaw, including FOIA exemptions. The review of 
each record will determine if the record: 

1- No longer meets the standards for classification as established by EO 13526 
and is therefore declassified in full. 

2- Contains portions still meeting the standards for classification and is therefore
declassified in part and denied in part . 

. 3.. Still meets the standards for classification in its entirety and is therefore denied 
in full. 

( c) DoD Components shall not release any unclassified information exempt from
public release pursuant to Exemption 2 through 9 of the FOIA. 

c. The FCM assigns tracking numbers to MDR requests, enters MDR data into a formal
control system, tasks MDR reviews through WMS, and preserves all correspondence pertaining 
to MDR processing. 

4.2. PRIVACY ACT REQUESTS. 

a. Individuals may request access to records about themselves under the Privacy Act, Title 5
USC § 552(a). 

b. The right of access under the Privacy Act is similar to that of the FOIA, and the statutes do 
overlap, but not entirely. 
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(1) The Privacy Act allows individuals to access records about themselves, while the 
FOIA allows the public to access government information. 

(2) The primary difference between the FOIA and the access provision of the Privacy Act 
is the scope of information accessible under each statute. 

(3) The FPO considers an individual's access request under both the Privacy Act and the 
FOIA. 

(a) The FCM consults DoDM 5400.07 Section 3.9 for information regarding the
relationship between the FOIA and the Privacy Act. 

(b) The FCM refers to Part 310 of Title 32 CFR_for Privacy Act processing guidance
and the DOJ Overview of the Privacy Act, with special consideration to the individual's right of 
access at https://www.justice.gov/opcl/overview-privacy-act-197 4-2020-edition/access. 

(c) The FCM refers to https://dpcld.defense.gov/privacy/soms/ for information about
SORs and system ofrecord notices (SORN). 

c. DoD Privacy Act SORs are decentralized, and USCYBERCOM is often not the DoD
Component that maintains the requested record. Therefore, the FPO frequently advises a Privacy 
Act requester to submit his or her request to the address listed in the record access procedures of 
the SORN containing the record. 

d. The FCM assigns tracking numbers to Privacy Act requests, enters Privacy Act data into a
formal control system, and preserves all correspondence pertaining to Privacy Act request 
processing. 

(1) The FCM does not task Privacy Act reviews through WMS due to privacy concerns.

(2) The FCM works closely with Office of the Staff Judge Advocate on all Privacy Act
requests to ensure that the privacy of third parties is not violated. 
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DoJ Office of Information Policy Portal: https://www.justice.gov/oip/training 

DoJ Overview of the Privacy Act: https://www.justice.gov/opcl/overview-privacy-act-1974-
2020-edition/ access 

DOJ Guide to the FOIA: https://www.justice.gov/oip/doj-guide-freedom-information-act-O 

Federal Government's central website for FOIA: www.foia.gov 

Joint Knowledge Online Portal: https://jkodirect.jten.mil/ Atlas2/page/login/Login.jsf 

MyGovLeam Portal: https://elm.mygovlearn.com/psp/ps/?cmd=login 

Systems of Record and System of Record Notices: https://dpcld.defense.gov/privacy/cs/ 

USCYBERCOM FOIA Reading Room: https://www.cybercom.mil/FOIA-Privacy-Act/Reading-
Room/ 

WMS User Guide: 
Intelink: https://intelshare.intelink.gov/sites/uscybercom/J6/Pages/WMS-UG.aspx 
Secure Internet Protocol Router Network: 

https:/ /intelshare. in tel ink.sgov. gov/ sites/uscybercom/ s-wms-
1 ite/U serGuides/F orms/ Allitems.aspx 

NSANet: 
https:/ /wms.cybercom.ic.gov/app/wms/User%20Guide/WMS%202%201 User%20Guide NOV 
17.pdf 
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